Which novel idea(s) did Planck introduce in the derivation of his black body radiation  formula? 

1. There are energy increments, i.e. energy is quantized.
2. Energy (ε) = h times frequency (ν)

also known as Planck-Einstein relation

In which § do(es) it (they) first show up?  

§ 3 and 10 
What are (is) the equation number(s) relating to this  these) new idea(s)?

Equation (4) 

but ε = h ν seem to be not so important that it merited an equation number

 Where did he get an estimate of h from?  
By fitting his radiation equations (12,13) to the experimental curves by the authors he quoted !!! But he did know that whatever the fit yielded was going to be one of the few fundamental constants in nature!  
