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HEALTH INFORMATION PRIVACY HAS FUNDAMENTAL

importance in US society. Public opinion sur-
veys suggest that people feel a loss of privacy, with
more than 80% of consumers saying they had “lost

all control over their personal information.”1 Medical re-
cords contain intimate information about a person’s physi-
cal and mental health, behaviors, and relationships. Intru-
sions into privacy can result in loss of trust, with an
unwillingness to confide in health care professionals. Un-
authorized disclosures of intimate information can cause em-
barrassment, stigma, and discrimination.

Public concern about erosion of privacy reflects marked
changes in the health care system. First, there has been a
transition from written to electronic records for many medi-
cal and financial transactions.2,3 Computerization makes it
efficient to acquire, manipulate, and disseminate vast
amounts of information. Second, systematic flows of highly
sensitive data are evident in the daily operation of employer-
sponsored health plans, managed care organizations, hos-
pitals, pharmacies, and laboratories. These data are used for
numerous health-related purposes including clinical care,
quality assurance, utilization review, reimbursement, re-
search, and public health. The data are also used for many
nonhealth-related purposes such as commercial market-
ing, litigation, and law enforcement.4 Finally, advances in
genetic sciences make it possible to reveal intimate details
of patients and their families.5 In the future, physicians likely
will include more genetic data in medical records and in-
vestigators will increasingly use stored tissue samples for
genetic research.6

The legal system has not adapted well to these changes
in the health care system. Federal law contains few safe-
guards of health information privacy. The Privacy Act of 1974
protects only “systems of federal records,” such as Medi-
care and Veterans Affairs data, but does not apply to the pri-
vate sector.7 Special protections are applicable to certain al-
cohol and drug treatment records,8 research that qualifies
for a certificate of confidentiality,9,10 or research funded by
the Agency for Healthcare Research and Quality.11

A large body of state and local medical privacy law ex-
ists, but the Department of Health and Human Services
(HHS)12 and independent scholars13,14 characterize those safe-
guards as inadequate and highly variable. Often these laws

apply specifically to state government records, not to pri-
vately held records. The strongest protection of privacy is
often directed to specific areas of concern such as human
immunodeficiency virus (HIV), mental illness, or genetics.

Health information privacy is important in US society, but
existing federal and state law does not offer adequate pro-
tection. The Department of Health and Human Services,
under powers granted by the Health Insurance Portability
and Accountability Act of 1996, recently issued a final rule
providing systematic, nationwide health information pri-
vacy protection. The rule is extensive in its scope, apply-
ing to health plans, health care clearinghouses, and health
care providers (hospitals, clinics, and health depart-
ments) who conduct financial transactions electronically
(“covered entities”). The rule applies to personally iden-
tifiable information in any form, whether communicated
electronically, on paper, or orally. The rule does not pre-
empt state law that affords more stringent privacy pro-
tection; thus, the health care industry will have to comply
with multiple layers of federal and state law. The rule af-
fords patients rights to education about privacy safe-
guards, access to their medical records, and a process for
correction of records. It also requires the patient’s permis-
sion for disclosures of personal information.

While privacy is an important value, it may conflict with
public responsibilities to use data for social goods. The
rule has special provisions for disclosure of health infor-
mation for research, public health, law enforcement, and
commercial marketing. The privacy debate will continue
in Congress and within the president’s administration. The
primary focus will be on the costs and burdens on health
care providers, the ability of health care professionals to
use and share full medical information when treating pa-
tients, the provision of patient care in a timely and effi-
cient manner, and parents’ access to information about the
health of their children.
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Congress recognized the need for national health infor-
mation privacy standards when it enacted the Health In-
surance Portability and Accountability Act of 1996 (HIPAA).15

Congress created a self-imposed deadline of August 21, 1999,
to enact comprehensive health information privacy legis-
lation under this act,15 which required the secretary of HHS
to promulgate privacy regulations if Congress failed to act
by the deadline. Following the principles and policies laid
out for privacy protection in 1997,16 the secretary issued a
proposed rule in November 1999.17 The Department of HHS
received more than 52000 public comments on the pro-
posed rule and the secretary issued a final rule late in Presi-
dent Clinton’s term of office.18 The Bush administration re-
opened the comment period19 and received more than 24000
additional comments.20 President Bush set April 14, 2001,
as the “effective date” for the rule, beginning a phase-in pe-
riod requiring full compliance by April 14, 2003; small health
plans must comply by April 14, 2004.21

The rule provides the first systematic nationwide pri-
vacy protection for health information. The HHS secretary
has authority to investigate complaints and conduct com-
pliance reviews.22 Violations of the rule can result in civil
and criminal penalties up to a $250000 fine and 10 years
in prison; however, HHS lacks statutory authority to grant
a private right of action for patients to redress violations of
privacy in the courts.

Scope of the National Privacy Rule
The rule reaches virtually all those who use medical and fi-
nancial information in the health care system, creating a na-
tional standard of privacy protection. Specifically, the rule ap-
plies to “covered entities,” including23: (1) health plans, which
provide or pay for the cost of medical care in the private (eg,
health insurer or managed care organization) or public (eg,
Medicaid, Medicare, or Veterans Affairs) sector; (2) health
care clearinghouses, which process health information (eg,
billing service); and (3) health care providers who conduct
certain financial and administrative transactions (eg, billing
and fund transfers) electronically. The rule even applies to
sole practitioners who generate bills electronically.

The Health Insurance Portability and Accountability Act
does not authorize HHS to regulate other entities that rou-
tinely handle sensitive medical information, such as life in-
surers and worker’s compensation programs. Similarly,
HIPAA does not authorize HHS directly to regulate the use
and redisclosure of health information by the business as-
sociates of health care providers, such as lawyers, accoun-
tants, billing companies, and other contractors. Instead, the
rule imposes a duty on covered entities to obtain satisfac-
tory assurances that business associates will comply with
privacy standards.24 If the covered entity knows of a viola-
tion and takes no steps to correct it, that entity can be held
responsible for violation of the rules.

It may be unfair to hold the health care industry account-
able for privacy violations committed by its business asso-

ciates. Ideally, health privacy law should regulate directly
all those who receive health information, including agents
and contractors. However, HHS had no other way to en-
sure that downstream users and processors respect con-
sumer privacy.25

The rule applies only to personally identifiable informa-
tion. The rule specifies 2 ways that a covered entity can de-
termine that health information is nonidentifiable26: (1) if
an expert applying scientific and statistical principles finds
“that the risk is very small that the information could be
used, alone or in combination with other reasonably avail-
able data, to identify an individual”; or (2) if the entity de-
letes from the record a list of identifiers such as name, geo-
graphic designators, dates, telephone and fax numbers, and
Social Security numbers (the “safe harbor”).26

The rule applies to identifiable information in any form,
whether communicated electronically, on paper, or orally.
For example, statements made over the telephone in the phy-
sician’s office are covered, regardless of whether the data are
recorded in the patient’s record. The rule’s coverage of non-
electronic records is controversial because HIPAA does not
provide unambiguous authority to regulate written and oral
communications. However, protecting health information
only in electronic format would leave vast amounts of health
communications unprotected by federal law. Further, lim-
iting coverage to only data that at some point had been elec-
tronically maintained would be difficult to enforce.27

The Right to Notice of Privacy Practices
and Consumer Access to Medical Records
The rule affords patients the right to adequate notice of pri-
vacy and information practices. Providers and health plans
must give patients a clear written explanation of allowable
uses and disclosures of protected health information and pa-
tients’ rights.28 Adequate notice of privacy practices can build
trust, enabling patients to feel informed about future data
uses. Although not required under the rule, plans and pro-
viders should issue notices in “plain language,” stating the
expected uses that will be made of patient data.

The rule empowers patients to request confidential com-
munications (eg, not by post or voice mail).29 This right pro-
tects patients who do not want to alert household mem-
bers of sensitive health problems, such as sexually transmitted
diseases (STDs), substance abuse, and domestic violence.

Covered entities may disclose personal information to the
individual and must do so when requested.30 Patients have
a right to inspect and obtain a copy of their records except
for data compiled in reasonable anticipation of civil, crimi-
nal, or administrative proceedings, or if access is reason-
ably likely to endanger the life or safety of the person or oth-
ers.31 Patients also have a right to request amendments of
the record; a covered entity may deny a request if it deter-
mines that the information in dispute is accurate and com-
plete.32 Finally, patients have a right to receive a history of
disclosures, except to carry out treatment, payment, and
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health care operations and for certain other purposes (eg,
national security or intelligence).33

These provisions implement “fair information practices”
adopted in federal34 and state35 privacy laws. Principles of
fairness suggest that patients should have the right to no-
tification of data uses, request confidential communica-
tions, gain access to personal data, request corrections of
inaccurate or incomplete data, and understand to whom their
data have been disclosed. The new standards suggest that
health care institutions do not have exclusive control over
medical records, but must give patients an opportunity to
ensure their accuracy and monitor their use.

Rights of Minors
The individual who is the subject of the protected health
information is empowered to exercise all rights afforded un-
der the rule, including the right of access to medical infor-
mation. The rule also allows a personal representative to act
on behalf of the individual in certain circumstances. The rule
specifies that parents can be recognized as personal repre-
sentatives of unemancipated minors.36 The rule, however,
generally does not permit parents to have access to health
information if, under state law, the minor may lawfully con-
sent to treatment. Several states permit competent minors
to obtain medical treatment (eg, for STDs, contraception,
abortion, or mental illness) without the parents’ permis-
sion. The rule, moreover, provides that state laws that au-
thorize or prohibit disclosures of information to parents are
not preempted.

The right of parents to have access to health information
concerning their children is politically charged. Parents have
responsibility for their children’s best interests and need to
have access to health information to make informed judg-
ments. Patient-physician confidentiality is equally impor-
tant. If minors feel that their communications with physi-
cians are not confidential, they may forgo diagnosis and
treatment for sensitive health conditions. The rule cur-
rently defers to state law and policy judgments, but HHS
Secretary Thompson stated that in subsequent guidelines
or modifications “parents will have access to information
about the health and well-being of their children, includ-
ing information about mental health, substance abuse, or
abortion.”20

Written Consent: Disclosure for Treatment, Payment,
or Health Care Operations
Health care providers must obtain the individual’s written
consent prior to disclosure of health information for the “rou-
tine” uses of treatment, payment, or health care operations
(eg, internal data gathering for quality assurance or utili-
zation review).37 There are certain exceptions, such as for
treatment emergencies or if consent can be inferred from a
patient who has difficulty communicating. The consent re-
quirement for routine health-related purposes was not in
the proposed rule. Written consent is controversial be-

cause it does not provide meaningful safeguards for pa-
tients, increases health care costs, and interferes with phar-
macy practices.38

The consent model, as drafted, affords a safeguard in form,
not substance. The patient could sign 1 consent form, in the
first visit to a physician, authorizing all future disclosures
for such purposes. The consent is not “informed” because
most patients will be unaware of the contents of the record
at the time they sign the form and, even if they are aware,
the record will change over time. Nor will patients have a
clear idea of the numerous uses that will be made of their
records. The consent also is not truly voluntary because the
rule specifically permits the provider to condition treat-
ment, and the health plan to condition enrollment, on the
signing of the consent.39 Although the individual has the right
to request restrictions on data uses, the covered entity is not
obliged to agree to the request.40 Thus, if patients desire treat-
ment or reimbursement, they have no choice but to autho-
rize disclosure.

Written consent also imposes significant costs and bur-
dens on the health care industry. Providers will have pro
forma obligations to obtain, and store, consent forms from
every patient. Health care providers are also concerned that
medical services may be delayed if consent forms have not
been signed or cannot be located.38

Finally, written consents may interfere with pharmacy
practices. A significant number of prescriptions are tele-
phoned or faxed to pharmacists by physicians. The phar-
macist then uses this information to dispense the prescrip-
tion to the patient or person acting on his/her behalf.
Requiring a written consent to be on file in advance may
harm the patient-pharmacist relationship.

Authorization: Disclosure for Purposes
Not Related to Health Care
Covered entities may not use or disclose health informa-
tion for purposes unrelated to health care (eg, employ-
ment, insurance, or mortgage eligibility) without explicit
patient authorization. The rule has detailed standards for
authorization for nonroutine uses or disclosures41: the au-
thorization must contain a “specific and meaningful” de-
scription of the information and the name of the person or
class of persons authorized to make the disclosure or use
the information.

The authorization model for nonroutine uses of health in-
formation offers a valuable safeguard. It is informed be-
cause the covered entity must apprise the patient of the spe-
cific use to be made of the data. It is also voluntary because
covered entities generally cannot condition treatment, pay-
ment, enrollment, or eligibility on a patient’s agreement to
disclose health information for nonroutine purposes.42 The
authorization rule addresses significant privacy problems
in the health care system. Employer-sponsored health plans
often gain access to health information about employees and
can make adverse personnel decisions based on those data.43
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Similarly, if personal data are disclosed to insurers, land-
lords, lenders, family, or friends, stigma and discrimina-
tion can result.

Opportunity to Agree or Object: Relatives and Friends
Involved in the Person’s Care
Covered entities may disclose limited health information to
a relative, personal friend, or designated person without writ-
ten consent or authorization provided the patient is in-
formed in advance and has the opportunity to agree to or
prohibit the disclosure.44 A covered entity may disclose only
health information (1) directly relevant to the person’s in-
volvement with the patient’s care or payment for care; or
(2) to notify that person of the patient’s location, general
health condition, or death. Additionally, the rule permits
disclosures if the patient is not present, is incapacitated, or
in an emergency if the entity reasonably believes it is in the
patient’s best interests. In such cases, the entity may dis-
close only information directly relevant to the person’s in-
volvement in health care.

As discussed earlier, health care providers express con-
cern that the rule will interfere with standard practices of
sharing information for the patient’s benefit. Many pa-
tients (particularly those who are sick, elderly, or in rural
areas) rely on their family, friends, and caregivers to col-
lect prescriptions, medical supplies, and test results. The rule,
as written, appears to allow these practices to continue, but
HHS will issue guidelines ensuring that patient care will not
be hampered.

The Minimum Disclosure Standard
Covered entities must limit health information disclosure to
the minimum necessary to achieve the purposes of the use
or disclosure.45 The minimum disclosure standard is justi-
fied for many disclosure purposes, such as reimbursement.
However, minimum disclosure could be harmful if health care
professionals did not have full information for patient care.
Confusingly, the minimum disclosure standard applies to in-
formation used for treatment, but not to information dis-
closed for treatment. Consequently, the rule may have the un-
intended effect of restricting full communication among teams
of health care professionals in the course of treating pa-
tients. Future guidance should make clear that health care
professionals should always have the complete medical re-
cord when treating and caring for patients.

Privacy and Security Policies
Covered entities have detailed responsibilities for privacy
and security and must46 (1) designate a privacy official re-
sponsible for policies and procedures; (2) train members of
the workforce; (3) adopt written procedures describing who
has access to information, how it will be used, and the cir-
cumstances in which it will be disclosed; (4) ensure that busi-
ness associates protect privacy; and (5) accept inquires or
complaints from patients.

The rule gives the health care industry flexibility in de-
vising policies and procedures, but ensures that covered en-
tities have adequate plans and procedures in place to safe-
guard privacy and security. These privacy and security
responsibilities, while important, may be burdensome for
small businesses.

Notably, health plans must only accept complaints, but
do not have to act on them or establish any particular griev-
ance process. This leaves patients without an effective rem-
edy at the plan level.

Balancing Public Responsibility With Personal Privacy
Privacy, of course, is not the only important value in health
policy. Health information can be used to accomplish many
public goods.47 Consequently, the rule permits disclosures
of health information without individual consent, authori-
zation, or the opportunity to agree or object under speci-
fied guidelines for national defense and security, preven-
tion of abuse and neglect, identification of deceased persons
or causes of death, judicial and administrative procedures,
prevention of serious threats to health or safety, and over-
sight of the health care system (eg, inspections, disciplin-
ary actions, and audits). The following discussion exam-
ines the tradeoffs between individual interests in privacy and
social interests in particularly controversial areas, such as
research, public health, law enforcement, and commercial
marketing.

Research. All research should be subject to rigorous sci-
entific and ethical review, which would build public trust.
At present, federal regulations, known as the Common Rule,48

apply only to federally funded studies and research con-
ducted in anticipation of US Food and Drug Administra-
tion (FDA) approval, leaving most private research unregu-
lated. The Common Rule requires institutional review board
(IRB) approval but does not enunciate detailed privacy stan-
dards. Instead, a condition for IRB approval is that “when
appropriate, there are adequate provisions to protect the pri-
vacy of subjects.”49 Furthermore, if consent is required, the
investigator must provide the subject with “[a] statement
describing the extent, if any, to which confidentiality of re-
cords identifying the subject will be maintained.”50

The HIPAA rule is limited to safeguarding health infor-
mation privacy and does not extend more broadly to hu-
man subjects research. Nevertheless, it closes gaps in pri-
vacy protection for records-based research. A covered entity
may use or disclose protected health information for re-
search without the person’s permission, provided that it ob-
tains a waiver from an IRB or privacy board.51 Privacy boards
must have members with varying backgrounds and appro-
priate competencies, including at least 1 member who is not
affiliated with the covered entity or the research sponsor
or investigator. The waiver criteria include findings that
(1) the use or disclosure involves no more than minimal
risk; (2) the research could not practicably be conducted
without the waiver; (3) the privacy risks are reasonable in
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relation to the anticipated benefits, if any, to individuals and
the importance of the research; (4) a plan to destroy the iden-
tifiers exists unless there is a health or research justifica-
tion for retaining them; and (5) there are written assur-
ances that the data will not be reused or disclosed to others,
except for research oversight or additional research that
would also qualify for a waiver.

The waiver criteria seek a compromise between research
and privacy interests.52 Health services researchers, for ex-
ample, often undertake statistical analyses of large data-
bases obtained from varied sources. A requirement to ob-
tain prior consent for tens of thousands of patients could
be burdensome and result in biased samples due to self-
selection.53 Nevertheless, investigators should have to dem-
onstrate that the research is scientifically rigorous and so-
cially important, consent would be disproportionately costly
or undermine the study design, and the research will not
pose more than minimal privacy or other social risks. Ad-
ditionally, members of IRBs and privacy boards should re-
ceive adequate training and resources to manage increas-
ingly complex problems in human subjects research.

Public Health. A covered entity may disclose protected
health information for the following public health activi-
ties without the person’s permission54: (1) a public health
authority authorized by law to collect information to pre-
vent or control disease, injury, or disability (eg, reporting,
surveillance, public health investigations, and public health
interventions); (2) a public health authority or other agency
authorized by law to receive reports of child abuse or ne-
glect; (3) a person subject to the jurisdiction of the FDA to
report adverse events, track and recall products, and con-
duct postmarketing surveillance; (4) a covered entity or pub-
lic health agency authorized by law to notify persons who
may have been exposed to, or may be at risk of, a commu-
nicable disease; and (5) an employer to conduct medical sur-
veillance in the workplace, provided the person is notified.

A public health authority is defined widely as a federal,
tribal, state, or local agency, or a person or entity acting un-
der a grant of authority or contract with the agency.55 The
rule permits public health authorities to engage in routine
reporting, surveillance, program evaluations, outbreak in-
vestigations, partner notification, and interventions with-
out complying with federal privacy rules. Indeed, the rule
expressly does not preempt state law for public health re-
porting, surveillance, investigation, or intervention.56

Government collection of sensitive health information (eg,
named HIV reporting) raises privacy concerns. Yet, the rule
leaves public health information unprotected, unless there
are strong state laws. Scholarly reviews demonstrate that state
privacy safeguards are often weak and fragmented.13,14 Con-
sequently, HHS funded the Public Health Information Pri-
vacy Project at Georgetown University Law Center57,58 and
urged states to consider adoption of a model law.59 If the
states do not enact strong legislation, the public will not have
adequate protection of public health data.

Law Enforcement. A covered entity may disclose pro-
tected health information to a law enforcement official with-
out the person’s permission pursuant to a court order, sub-
poena, or some other legal order, such as a civil investigative
demand or an administrative subpoena issued by govern-
ment investigators.60 Additionally, a covered entity may dis-
close limited information (eg, identification, type of in-
jury, and time of treatment) in response to a law enforcement
official’s request for the purpose of identifying or locating a
suspect, fugitive, witness, or missing person.

The disclosure of sensitive health information to law en-
forcement officials may weaken public trust in the health
care system. The rule does not specify strong privacy stan-
dards for courts to apply when considering disclosure re-
quests. Law enforcement officers, moreover, can gain ac-
cess to medical records without a legal process, such as a
warrant or court order issued by a neutral magistrate.

Commercial Marketing. A covered entity may use or dis-
close protected health information without the person’s per-
mission for marketing communications to that individual
that occur in face-to-face encounters or concern products
or services of nominal value.61 Additionally, a covered en-
tity may market health-related products and services of the
covered entity or a third party if the communication iden-
tifies the covered entity as the party making the communi-
cation, discloses the fact that the covered entity is receiv-
ing remuneration, and contains instructions on how
individuals may opt out of receiving future communica-
tions. If the covered entity targets persons based on their
health status, it must first determine if the product or ser-
vice will be beneficial and state why the individual has been
targeted.

The preamble to the rule makes clear the broad powers
given to the health care industry to use personally identi-
fiable information for marketing: “The covered entity can
engage in health-related marketing on behalf of a third party,
presumably for a fee. Moreover, the covered entity could
retain another party, through a business associate relation-
ship, to conduct the actual health-related marketing, such
as mailings or telemarketing, under the covered entity’s
name.”62

The rule allows numerous covered entities to use or sell
lists of patients without advance consent. The authority to
market in a face-to-face encounter or for items of nominal
value can involve products or services unrelated to health
(eg, magazines, life insurance, or vacations). The face-to-
face encounter does not necessarily have to involve a health
care professional. For example, the provider’s business as-
sociates could solicit patients at their homes. Further, the
product or service of nominal value may involve a coupon
for a low-priced product.

The conditions for marketing of health-related products
and services offer limited protections. The communication
must identify the covered entity as the party making the com-
munication and prominently disclose whether the covered
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entity is being paid. However, the covered entity may still
endorse the product using its credibility as a provider. The
covered entity also must determine that the product is ben-
eficial and explain why the person has been targeted. Yet,
the rule does not state who must make the determination
of beneficial effects (eg, physician or administrator) or the
standard of evidence (eg, a single study). The requirement
to explain why the person has been targeted may prove up-
setting because people may not want to be singled out for
marketing based on their health status.

The provision allowing patients to opt out of receiving
future marketing of health-related products is an impor-
tant safeguard but is deficient in several respects. First, an
opt out is not required for newsletters or general commu-
nications distributed to a broad cross-section of individu-
als. Second, patients have the burden of opting out. A more
protective scheme would be to require patients to opt in if
they wished to receive marketing communications. Third,
patients may not opt out in advance, but only after receiv-
ing marketing communications. Fourth, covered entities are
not obliged to provide toll-free telephone numbers, post-
paid cards, or Web sites for opt outs. Finally, patients may
have to opt out separately for all the health care entities to
which they are associated (eg, health plans, providers, phar-
macies, benefit managers, laboratories, and clinics).

Preservation of Strong State Privacy Laws:
The Preemption Debate
The Health Insurance Portability and Accountability Act does
not permit HHS to preempt state health information pri-
vacy laws that have more stringent standards than those in
the rule. Consequently, stronger state laws are preserved un-
der the rule.63 Federal and state privacy protections are cu-
mulative; HHS sets a national “floor” of privacy safe-
guards, but permits states to provide additional protection.
The failure to preempt state law has a dual effect. It allows
consumers to take advantage of stronger privacy safe-
guards at the state level. For example, many states require
“superconfidentiality” for HIV/AIDS, mental health, or ge-
netic data. At the same time, it renders the health care in-
dustry liable for compliance with rules nationally as well
as in each state and territory. The absence of uniformity
means that entities that operate nationally or regionally have
to comply with a myriad of different privacy standards, in-
creasing costs and providing disincentives for electronic
transfers of data across state lines.

The Future of Health Information Privacy
Health information privacy has sparked intense political de-
bate in Congress and the presidential administration in-
volving 2 strongly held perspectives. Privacy advocates seek
patient autonomy over personal information, including ac-
cess to medical information and control over use and dis-
closure. On the other hand, the health care industry seeks
less burdensome and costly procedures and freedom to use

information for treatment, payment, research, and other
health-related purposes. Department of HHS Secretary
Thompson announced that he will issue guidelines for, and/or
modifications of, the rule.20 The secretary is authorized to
modify the privacy standards during the first 12 months from
the rule’s effective date if “necessary . . . to permit compli-
ance with the standard.”64

The ongoing, and divisive, political debate will focus on
a number of contentious areas. Should health care profes-
sionals be permitted to freely use, and share, full medical
information with the health care team and specialists when
treating patients? Should parents have access to medical in-
formation about their children? Do the written consent stan-
dards impose undue burdens on the health care industry?
Will pharmacists be able to fill prescriptions with tele-
phone authorization and serve their customers in a timely
manner? Should the health care industry have to comply
with nonuniform standards at the national and state level?
But beyond these legitimate concerns lies the important re-
ality that the United States has adopted the first national
health information privacy standard in its history. Ensur-
ing health information privacy is vital to respect the
dignity of consumers and maintain trust in the health care
system.
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